
Step 1 Quantify risk

Threats and their associated risks change constantly. 
Conduct regular assessments to ensure you remain 

protected as your operations change and threats evolve.

Protect your portfolio from 
cyber attacks in three steps

Continuously 
revisit these steps 
to stay current as 
threats evolve

2. 
Reassess controls

1. 
Re-quantify risk

3. 
Refine trusted 
resources

2.
Assess controls
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What types of threats 
currently exist?
Understand your 

specific vulnerabilities 
given current activity.

What impact would a 
data breach have?

Calculate the potential 
material damage to 
your operations and 
reputation, especially 

among investors.

Where are you vulnerable 
to these threats?
Include vendors and other 
third parties that could 
introduce vulnerabilities.

Is cyber insurance in place?
If not, don’t presume any 
existing risk assessment 
is comprehensive unless 
you’ve done it yourself.

Frontline devices

Human firewall High-impact infrastructure

Step 2 Assess controls
Optimize your security spend by putting the money 
where it matters, in these nine critical controls

Start by assessing your exposure to cyber threats, 
as well as any coverage you may already have

Engage providers and partners to support your 
efforts in the event an attack does occur

Multi-factor 
authentication

Data 
encryption

Incident 
response plans

Offline 
backups

Employee 
training

Patching 
systems

Endpoint 
detection
and response

Privileged
access 
management

Network 
segmentation

Step 3 Consult trusted resources

Law 
enforcement

Incident 
responders

Legal counsel

Internal IT 
department 

Insurance brokers 
/ companies 
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